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Random number
generators

Random number generators (RNGs) serve many
important uses in statistics: bootstrapping, Monte
Carlo, simulation, and numerical integration of
distribution functions are just a few examples. In most
applications the random numbers are generated from
an algorithm and so are technically called quasi- or
pseudo-random numbers, because such numbers are
not random at all, but deterministic. However, what
matters in applications is that the numbers appear to
be random. Therefore, as long as the pseudo-random
numbers appear to be random, the fact that they are
calculated deterministically is largely irrelevant.

The field of random number generation was born
with the publication of Metropolis and Ulam [24].
Shortly thereafter, Lehmer [18] proposed the first lin-
ear congruential random number generator (LCRNG).
With slight modifications by Thomson [31] and (inde-
pendently) by Rotenberg [28], it became and still is
the best known (and most studied) form of RNG. The
LCRNG has the general form

Xpy1=@Xy,+c)modm n=>0 (1)

where X is the seed used to initialize the sequence,
m is the modulus (0 <m), a is the multiplier
0O <a<m), and c¢ is the increment (0 <c <
m). Lehmer’s original formulation had ¢ = 0; the
generalization to ¢ # (0 was the contribution of
Thomson and Rotenberg.

Beginning with the seed X(, the LCRNG is
‘called’ to produce X1, X2, .. ., a sequence of integers
with each X, less than m (conversion to a random
uniform sequence, the usual output of an RNG,
is effected by dividing X, by m). Clearly, there
can be no more than m distinct random numbers
generated, so if the RNG is called N times and
N > m, then at some point X,;; = Xo and the
sequence repeats itself. The number of calls that can
be made until the sequence repeats is the period of
the RNG, denoted p(p < m). It is desirable that m be
large so that p can be large. In fact, L’Ecuyer [11]
prescribes that ‘No generator should be used for
any serious purpose if its period (or, at least, a
lower bound on it) is unknown’. Moreover, only
a fraction of the period should be used, because
the discrepancy between the RNG’s output and

true randomness increases as N approaches m [14,
section 4.2.3]. Ripley [26, p. 26] suggests that p be
greater than N2. Knuth [10, p. 195] suggests a more
modest p < N/1000. Most PCs have 32-bit word
length, and so implement RNGs that have period
no larger than 232, Combining words so that the
period can be increased makes the RNG run more
slowly — an important consideration for simulation
studies. Consequently, many PC software packages
implement RNGs with a period length approximately
231 2 2.1 billion. Following Knuth’s suggestion, at
most 2.1 million calls should be made to such an
RNG:; all but the smallest simulation studies will
exceed this number.

While the LCRNG has the advantage that it is
very fast, it also produces output such that successive
calls are correlated [3, 21]. If k£ successive random
numbers are used to fill a k-dimensional hypercube
(e.g. pairs of numbers to fill a square, triples of
numbers to fill a cube, etc.), then the points will not
fill the k-dimensional space but will lie on (k — 1)
planes in the space. If m, a and ¢ are well chosen,
then there will be about m!/¥ such planes.

Three more points about (1) merit mention. First,
the period will be of length m only if m, a and ¢
are chosen carefully. Poor choices for these para-
meters can produce a period that is much shorter
than m. Second, the seed determines the sequence
of random numbers. In particular, the same seed
produces the same sequence, so the LCRNG is repro-
ducible. Third, poor choices for these parameters
can yield an LCRNG whose output is not very ran-
dom. These choices have been poorly made in many
RNGs that are part of operating systems [25, 29]. In
fact, Knuth [10, p. 193] advises that system-supplied
RNGs never be used and warns that, should a user
examine such RNGs ‘Try to avoid being too shocked
at what you find’.

In addition to the LCRNG, there are many other
types, including multiple recursive generators, com-
bined generators, multiply-with-carry, and the Taus-
worthe generator, which are all linear generators.
See [13, Section 4.3] for more details. There are also
nonlinear generators, such as the inversive congru-
ential generators and quadratic congruential gener-
ators. See [13, Section 4.4] for more details.

According to Ripley [27], a good RNG should:

1. be reproducible from a simply specified starting
point;
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2. have a very long period;

3. produce numbers that are a very good approxima-
tion to a uniform distribution;

4. produce numbers that are very close to indepen-
dent in a moderate number of dimensions.

Points 1 and 2 have already been discussed.
Points 3 and 4 suggest two useful directions for
testing RNGs: test that the output is uniform, and
test that successive calls are uncorrelated. There
are two approaches to such testing: theoretical and
empirical. See the classical reference by Knuth [10,
Section 3.3] for detailed treatment of each approach.
L’Ecuyer [14] argues that the construction of RNGs
and the selection of their parameters should be guided
by theory, but that empirical testing also is important.
Discussions of empirical tests can be found in [16]
and references cited therein. Gentle [8] also provides
a useful overview of the subject.

The first comprehensive battery of tests was pro-
posed by an early edition of [10] — see Dwyer and
Williams [6] for implementations in the C language.
These tests were designed for an era when per-
haps only millions of random numbers were needed.
Marsaglia [22] noted that these tests were not suf-
ficiently stringent, and so offered the DIEHARD
program [23] that implements many stringent tests
of randomness. There exist RNGs that pass all the
Knuth tests, yet do not pass all the DIEHARD tests.
More ambitious batteries of tests than DIEHARD are
being developed currently, but release dates for these
programs are unknown.

No RNG will pass all empirical tests, and for any
RNG a test can be constructed such that the RNG
will fail. That is, no amount of empirical testing can
prove that a particular RNG is perfect. L’Ecuyer [15]
advises that ‘a bad RNG is one that fails simple tests,
and a good RNG is one that fails only complicated
tests’. Such testing is extremely difficult, and the
researcher who does not wish to delve too far into
this topic is advised to use RNGs that have already
been tested by specialists.

Frequently, a researcher will need a random num-
ber drawn from a distribution that is not uniform, e.g.
the exponential or normal distributions. As a general
rule, there is no RNG that produces such numbers
directly. Rather, the uniform RNG is used as the
basis for producing these other RNGs, two common
methods being the transformation method (also called
the inversion method) and the rejection method. The

classical reference [4] is out of print and no in-print
monograph is its equal. However, see the relevant
chapter in [7].

The transformation method is based on the proba-
bility integral transform. Heuristically, suppose that
a random quantity X with cumulative distribution
function F(x) is desired. Let U have the uniform
distribution. Suppose that F(x) can be inverted so
that x = F~1(y),0 < y < 1. Then a random quan-
tity X with distribution F(x) can be computed by
X = F~1(U). This method will work for the expo-
nential [F(x) = e™], logistic [F(x) = 1/(1 +e™)],
and many other distributions. See [5].

For many distributions, no such inverse exists.
In the case of the normal distribution, the polar
method [1, 20] can be employed. As described by
Knuth [10, Algorithm P, p. 122] the method has four
steps, and actually generates a pair of independent
normal variates, X| and X».

Step 1: generate V| =2U| — 1 and V, =2U, —
1, where U1 and U, are uniform on the interval
(0,1) and V{ and V, are uniform on the interval
(-1, 1).

Step 2: compute S = V% + V%.

Step 3: if S > 1, then return to the ﬁr?t step.

Step 4: compute X; = V{(—=21InS/S5)2 and X, =
1
Va(=2InS/S)2.

This is a specific example of a more general technique
known as the rejection method, in which the desired
distribution is bounded by a known distribution for
which it is easy to generate random numbers. Steps
1-3 enclose a circle with a square and, if the
variates V| and V, do not fall within the circle, they
are rejected. If they do fall within the circle, then
they are used to form the normal variates. See [10,
Section 3.4] and references cited therein for further
discussion of the rejection method.

Coveyou [2] entitled an article ‘Random number
generation is too important to be left to chance’,
and every user of RNGs should take these words to
heart. Perhaps because researchers are unaware that
their results have been corrupted, published accounts
of bad RNGs are all too rare. However, in one
case it was observed that simulations for pricing
financial derivatives produced an incorrect price;
Tajima et al. [30] traced the error to the RNG. Also,
MacKinnon [19] describes how a period-deficient
RNG ruined a Monte Carlo study. Bad RNGs are still
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proposed in journals [12], and some bad RNGs are
in widespread use [17]. To assist users in choosing
from among the many possible RNGs, some of them
good and some of them bad, Hellekalek [9] offers a
concise survey of how to find good RNGs, as well
as a checklist for assessing RNGs. At the very least,
extending Knuth’s above-mentioned admonition from
system-supplied to package-supplied RNGs: if the
developer of a software package does not supply
evidence that the RNG offered by the package meets
Ripley’s desiderata, then do not use it.
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